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Conventional Software Isolation
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Enclaved Execution
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Key feature: Isolation and Attestation
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Sancus

= Embedded PMA
= Hardware TCB only
= Enclave layout

M, text section SM; data section

Unprotected| < | Code & constants | Unprotected | Protected data | Unprotected

Memory

Entry point

source: [2]
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Sancus

= Embedded PMA
= Hardware TCB only
= Enclave layout

M, text section SM; data section

Unprotected| < | Code & constants | Unprotected | Protected data | Unprotected

Memory

Entry point

source: [2]

» Fully abstract compilation [1]

] v Leuven =




Sancus: Isolation

Program counter based access control policy

From\To Entry Text Data Unprotected
Entry r-x r-Xx IW-  IWX
Text r-x r-x rw-  Iruwx
Other --X --—  --- IuX

source: [2]




Sancus: Attestation

Next ID K | SM; metadata
" | protected |l | "N | DSMI_ !
Caller ID |p storage : '
—| area
Kn
Layout Key 1D

source: [2]
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Side-Channels inside Intel

Abusing microarchitectural optimizations
— Not present in embedded



Nemesis [5]: Fetch-Decode-Execute Cycle

A

| Fetc_hj' > Decode } >( Execute |

no no
: Jump? < IRQ?
o N
yes
PC = IDT[irq] 4—(Secure IRQ logicj

source: [5]

Interrupts only served on instruction retirement



Nemesis [5]: Interrupt Latency
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Attacker Frameworks

SGX-Step: Increase granularity
and ease of use

IRQ Handler IDT Lookup

(2) AEx

Enclave

ratse (3) IRQ Handler

mov %eax, (tsc2)

iretqg
(@) ReT
if secret do

instl [* movl $TMR, 0xfee00380
else rdtsc

inst2 mov %eax, (tscl)
endif T mov $ERESUME, $rax
enclu @ AEP

oy,

source: [5]

Sancus-Step: Ease of use

é Enclave

®06 @interrupt instrt
Configure TimerA. instr2
instr3

@Con'igursﬁion Enclave

Determine configuration
parameters

(Dsancus-step Isk
Run Attacker Code




@ Configuration Enclave

4 )
NG ®
mov &TAR, &entry_delay «4———

mov &TAR, &resume_latency ((( )))

L mov #cont, &TACTL J N




Enclave

(>

®/ @ @Interrupt

Configure TimerA

\instr1
Zinstr2
instr3

@Configuration Enclave
[Determine configuration]

parameters

@Sancus-Step ISR

Run Attacker Code




Verification TOCTOU

= Making enclaves interruptible — well known issues [2, 3, 4]
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Verification TOCTOU

= Making enclaves interruptible — well known issues [2, 3, 4]
= ... In theory, not in practice

malicious client vault malicious

__ss_start() '
[i ; :

enter_client(args, ret_addr)

interrupt_fired Hlil verify,addr(&vault,l hash)
o—> '

disable_vault(continuation) '

G s =]

overwrite_vault(code)

resume

A 4

»

dump_registers
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get,sec['et(args, ret_addr)



Verification TOCTOU

= Making enclaves interruptible — well known issues [2, 3, 4]
= ... In theory, not in practice

malicious client vault malicious

__ss_start()
L ;

enter_client(args, ret_addr) :
»

interrupt_fired Hlil verify,addr(&vault,l hash)
® > H

disable_vault(continuation)

S e ﬂ

overwrite_vault(code)

resume

A 4

get,secfet(args, ret_addr)

»

o L : dump_registers

= Qur ad-hoc implementation reveals vulnerabilities m



Verifcation TOCTOU: Automatic Exploit
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Side-Channel Analysis in Compiler Generated
Code




Side-Channel Analysis in Compiler Generated
Code

» Stubs:

— Multiplication stub
— Other arithmetic stubs
— Entry and Exit stub




Side-Channel Analysis in Compiler Generated
Code

» Stubs:

— Multiplication stub
— Other arithmetic stubs
— Entry and Exit stub

= Both start-to-end and Nemesis




Reversing the Multiplication Stub

__sm_mulhi3:

mov
clr
1: tst
jz
clrc
rrc
jnc
add
2: rla
tst
jnz
3: ret

ri15, ri13
rilb5

ri4d

3f

ri3

2f

ril4, rib5
rild

rl3

1b

unsigned int mul(unsigned int a,

{

unsigned int b)

unsigned int rv = O;

while (a!=0)
{
if (b & 1)
rv += a;
b >>=1;
a <<= 1;
if (b == 0)
break;
}
return rv;

ey PTETL



Intuition of the Multiplication Stub

unsigned int mul(unsigned int a,
unsigned int b)

rns e 10
e @ x 101(b)
if (b &+i) | 10
b >>i 15 , ()()

to-o  TL0
X break; 1010

return rv;

RS T uravven ™

{




Case Study: SM__mul

#include <sancus/sm_support.h>

DECLARE_SM(SM_mul, 0x1234);

int SM_DATA(SM_mul) a
int SM_DATA(SM mul) b

-63;
6;

int SM_ENTRY(SM_mul) sm_multiply(void)
{

volatile int ¢ = a * b;
return O;
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Start-to-End Side-Channel in Multiplication

Execution times of multiplication in function of multiplier
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Start-to-End Side-Channel in Multiplication

Execution times of multiplication in function of multiplier
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Start-to-End Side-Channel in Multiplication

Execution times of multiplication in function of multiplicand
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Nemesis Side-Channel in Multiplication
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Leaking the Multiplier
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Determining the Stop Condition
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Hardening the Multiplication Stub

__sm_mulhi3:
mov #16, ri12
mov r15, ri13
clr rlb

1: clrc
rrc ri3
jnc 2f
add ril4, rib5
jmp 4f

2: nop
jmp 4f

4: rla rild
sub #1, ri12
jnz 1b

unsigned int mul(unsigned int a,
unsigned int b)
{
unsigned int rv = O;
for (int i = 0; i < 16; i++)

{

if (b & 1)
rv += a;
else
asm("nop") ;
b >>=1;
a <<= 1;
}
return rv;

3: ret } I:Ii=i=il



Closing Nemesis
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Closing Nemesis
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Performance Comparison

Execution times of multiplication in function of multiplier

——— times 5 (a) - hardened
350 :

—— times 5 (a) - vulnerable

325

w
=3
S)

N
<
v

N
u
o

Duration (cycles)

225

200

175

0 10000 20000 30000 40000 50000 60000
value of multiplier (b)




Future and Ongoing Work

* Analyse other stubs
— Side-channel leakage
— Atomicity issues

= Defense

— Shortterm — software
— Longterm — hardware (ongoing work [6])




Thank you!
Questions?
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