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https://explodingtopics.com/blog/iot-stats
https://thehackernews.com/2018/04/iot-hacking-thermometer.html

https://explodingtopics.com/blog/iot-stats
https://thehackernews.com/2018/04/iot-hacking-thermometer.html
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Three States of Data

AT REST IN TRANSIT IN USE

ENCRYPTION
e.g. disk 

encryption

ENCRYPTION
e.g. TLS, SSL

???Trusted Execution 
Environments
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• Hardware adaptation in CPU
• Software developed on top

Trusted Execution Environments (TEE)

Image: Van Bulck, The Hitchhiker's Guide to Subverting Intel SGX Enclaves, https://jovanbulck.github.io/files/circuit22.pdf



5 https://www.intel.com/content/www/us/en/products/docs/accelerator-engines/software-guard-extensions.html
https://cloud.ibm.com/docs/bare-metal?topic=bare-metal-bm-intel-sgx

https://www.intel.com/content/www/us/en/products/docs/accelerator-engines/software-guard-extensions.html
https://cloud.ibm.com/docs/bare-metal?topic=bare-metal-bm-intel-sgx


• Low-end
• Research TEE
• MSP430 architecture
• 16-bit
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Sancus

Noorman et al. "Sancus 2.0: A Low-Cost Security Architecture for IoT Devices." (2017).
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‘A Tale of Two Worlds’ (2019)
Intel SGX

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019
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Vulnerability Analysis

• TeeRex
• Guardian
• SymGX
• Coin
• Pandora

Cloosters et al. "TeeRex: Discovery and Exploitation of Memory Corruption Vulnerabilities in SGX Enclaves", Usenix ‘20.
Antonino et al. “Guardian: Symbolic validation of orderliness in sgx enclaves.”,  CCSW ‘21

Wang et al. “SymGX: Detecting Cross-boundary Pointer Vulnerabilities of SGX Applications via Static Symbolic Execution” CCS ‘23
Khandaker et al. “Coin attacks: On insecurity of enclave untrusted interfaces in sgx.”, ASPLOS ‘20

Alder et al. “Pandora: Principled Symbolic Validation of Intel SGX Enclave Runtimes”, IEEE S&P 2024
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https://easydrawingguides.com/how-to-draw-a-bridge/



Pandora
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Symbolic Execution
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• angr
• Binary analysis
• Symbolic execution framework

• Intel SGX

• Taint tracking

• Plugin-based

Pandora (2024)

Alder et al. “Pandora: Principled Symbolic Validation of Intel SGX Enclave Runtimes”, IEEE S&P 2024
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Pandora-Sancus
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CFSan vulnerabilities
0xffff

0x0000

Untrusted user

“Jump to 0x1234”
Enclave Code

0x1234
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PTRSan vulnerabilities

0xcafe

0xffff

0x0000

Untrusted user

“Give me 0x8765”

0x8765 0xcafe

Enclave Code



Evaluation
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CFSan Tests PTRSan Tests

• 21 assembly testcases
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Unit Test Framework

• 15 assembly testcases
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Sancus Stub Sizes
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‘A Tale of Two Worlds’ (2019)

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019
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Sancus Stubs: CFSan

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019
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Sancus Stubs: PTRSan

Pop under private stack

Van Bulck et al. “A Tale of Two Worlds: Assessing the Vulnerability of Enclave Shielding Runtimes”, CCS 2019



Wrap-up
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• Implementation of hooks, reentry & ABISan plugin for Sancus
• Merging Pandora-Sancus and Pandora-SGX
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Future Works

Alder et al. “Aion: Enabling open systems through strong availability guarantees for enclaves.”, CCS ’21
Bognár et al. “Mind the gap: Studying the insecurity of provably secure embedded trusted execution architectures.”, IEEE S&P ’22

Bognár et al. “Intellectual property exposure: Subverting and securing intellectual property encapsulation in texasinstruments microcontrollers”, USENIX ‘24

• Other MSP430 TEE architectures e.g.
• IPE
• VRASED
• SMART

• Validate ‘Secure Linking’ 
• Validate ‘real-time’ guarantees



⇒ Techniques in Pandora are not exclusive for Intel SGX and can be 
generalized 

• Sancus support for Pandora
• MSP430 angr backend contributions
• Extensive unit test framework of 36 assembly test cases
• Autonomous discovery of 4 vulnerabilities described in T2W
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Conclusion

https://github.com/Gert-JanG/pandora-sancus

Thank you for your attention! 
Questions?

https://github.com/Gert-JanG/pandora-sancus


Appendix

25



Sancus Intel SGX

• High-end
• Production TEE

• X86
• Enter/Exit instructions

• Isolated enclaves
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Sancus vs. Intel SGX

= Multiple enclaves
=  Entry points

=  Single address space

• Low-end
• Research TEE
• MSP430
• Enter/Exit with regular instructions
• Linked enclaves
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Hooks



• angr includes x86 → MSP430 in angr-platforms
Less mature!

• Adaptations to: br, ret, rra, rrc instructions

• No proper disassembly support 
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MSP430 angr Backend
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Plugins 

PTRSan
No read/write from/to:

1. Attacker-tainted 
address inside or 
outside enclave

2. Attacker-tainted 
address inside 
enclave

3. Non-tainted address 
outside enclave

• ABISan
1. End of 

ABI-Sanitization: all 
registers sanitized

2. Specified registers 
contain 
attacker-tainted 
values (e.g. SP)

CFSan: 
No jump to:

1. Non-executable 
memory

2. Arbitrary 
attacker-tainted 
address 

3. Attacker-tainted 
address inside 
enclave

4. No explicit enclave 
leave
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Implicit Exit

1 basic block 2 basic blocks
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Crashed States

...



• Linked enclaves
• No enclave reentry
• Incomplete hooks
• No ABISan
• Pandora-SGX limitations

• angr sound
• Encrypted code
• (Path explosion)

32

Limitations
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