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Motivation: Information Security & PMA

* Embedded systems

o Internet connectivity

o SW extensibility
 ClAtriad
* Protected Module Architectures

o Protected modules in shared
address space

o PCBAC

Information
Security

Confidentiality
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Sancus: Overview

* Low-cost

* Zero-software TCB

e Software module isolation
o Memory access logic

e Secure communication & remote
attestation

o Key derivation:
Ky,sp.sm = KAf(Ky sp, SM)




Sancus: Secure I/O & Application Case

e Authentic Execution

o Physical input -> application processing -> physical
output

o NO responsiveness
* Application
o Led cycle through timer interrupts
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Objectives: Attacker Model & Responsiveness Properties

* Attacker
o Controls all software
o Controls all network communication
o Properly implemented SM
o No HW level attacks
* Simplification
o After initial loading phase
o Single trusted responsiveness domain

Protected application responsiveness based on remote attestation
o Following ISR: response In finite interval
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Design: Attack Vectors

Halting protected applications (Memory violations)
Monopolizing the CPU

Deploying modules

Overwriting crucial data structures

Redirecting unprotected outcalls

gk wbdpE
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Design: Extensions

1. Halting protected applications (Memory violations)
o Uninterruptible SM
o Memory violation — legal action
2. Monopolizing the CPU
o Cannot disable interrupts
o Cannot write uninterruptible code (ISR)
3. Deploying modules
o Exclusive access to SP;
o Ky spto deploy more modules
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Design: Extensions

4. Overwriting crucial data structures

o Interrupt Vector Table (IVT)
* ISR SM

o Status Register (SR)

o Peripherals
« MMIO driver SM

5. Redirecting unprotected outcalls
o Linker support to warn software developer
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Evaluation: Responsiveness Argument

_ Timer * All modules attested
interrupt

1. SMs are trusted
Interrupt 2. Attacker only interruptible code
accept 3. Crucial memory regions protected

ISR 1. IVT protected
Y102 2. Uninterrupible ISR
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while(1)

{
if ((P1IN & 1) == 1) //BTN1

{

EBJBLEEF S

Secure peripherals &
Memory violation
handling

Interrupt disable protected
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Conclusion & Reflection

* Responsiveness guarantee relevant
for safety-critical applications

e SW and HW extensions

* Evaluated in responsiveness and
performance
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Reflection

* Gained a lot of knowledge

* Creativity and self-criticism in
scientific research

e Communication skills
* Planning
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